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ABSTRACT

As the use of credit cards increases, security threats increase. In particular, despite being vulnerable to related crimes,
such as fraudulent use of credit cards and theft of names, there are virtually no security procedures to authenticate the
validity of user while paying with the credit card. In order to overcome these limitations of current credit card payments,
we add a process of signing payment using a stylus pen with built-in acceleration sensor in the existing transaction method,
and classifying and comparing the image of the signature and signature information measured by the sensor through the
convolutional neural network. we propose a method to improve security in financial transactions by performing the user
authentication process through the possession of the stylus pen and the characteristic values of the signature.

Keywords: styluspen, acceleration sensor, signature, 2 Factor Authentication, Convolution Neural Network
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Table 1. experimental steps

output
steps signature
stylus pen
pad
displacement
— and
1) signing . .

. signature acceleration

with stylus ) .
image at each point

pen .
of signature

(sensor data)

2) transfer signature
) sensor data
to server image
3) convert
sensor data
sensor data to - .
. image
image
4) training &
. class of class of
classication . .
signature signature

through CNN

5) comparison
. P F-measure, EER
of signature
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Table 2. data set

data set sgnature sensor data
image
train 5 users 5 users
x 35EA x 35EA
validation 5 users 5 users
x 10EA x 10EA
test 5 users 5 users
x BEA x HBEA
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Table 3. model summary(pretrained)

type activation
Conv Relu
Conv Relu
Conv padded Relu
MaxPool -
Conv Relu
Conv Relu
Conv Relu
3xInceptionA Relu
HxInceptionB Relu
2xInceptionC Relu
MaxPool -
Flatten -
Dense Relu
Dense Softmax
loss function categorical _crossentrophy
optimizer RMSprop(lr = 0.001)
metrics accuracy
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Table 4. F-measure, EER and threshold

test data set
image sensor image
F-measure 1.00 0.717
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threshold 0.28
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